http://www.egovirame.go.kr/wiki/doku.php?id=egoviramework:hyb3.5:hrte:npkiapi

Mobile NPKI API

Outline

Mobile NPKI API meets the increasing demand for NPKI in the mobile devices from public agencies
and financial institutes. Using certificates in the Hybrid Mobile Application environment, Mobile
NPKI API for mobile devices supports mobile-based authentication services specific to
eGovFramework.

In doing so, Mobile NPKI Authentication comprise Authentication, Hybrid Device Authentication
Management and Server Side Security Standard Authentication.

ozc: 1 sojzalc cuola ozzz [N I jsisoic wormE oiEne)

AJM ¥ we

X

AZ7I

[ | |

[ | |
! t i +—4 !
I 1 1 vl 1
| [ ! (I . |
| 1 ! 30|22l WAEX P N8y BE I
| A | | 22| (AHEX) i w0t ADL |
: E; 1 : Directory Aol | : |

[ | !

L) - ABMO
| —| 8% e 4 uas |
- SAAFA
| ¢ A " I : ) EZYYN3 |
| ! i I ) o A
g e ' ! : ios 3 AT /Y Mu|2 |
! 1 ! T 1! !
! y ABM BAMYA ! / B |
! J1 I 1 ! !
! [ ! ! |
e ot e e i " 3 7 e e " " o F B e S i AR |
Step Detail Function

Issuance / Cancellation / Discardment of User’s Open Key Certificate assigned t
o Users. Issuance of Mutual Certificate. Transfer of Open Keys of its own and
superior institutes to Users.

L Authenticatio
Authentication Step .
n Institute

Verify the relation between the holder of certificate and Open Key.
Requests issuance of certificate to the user upon verification of identity and affi
liation when applying for issuance of certificate.

Registered In
stitute



Certificate Re . . . .
. Relay service for certificate to mobile devices
lay Service
Certification manag

ement for hybrid d Directory
evices

Directory information for storage and retrieval of certificates and user-related ma
nagement. certificate pairs, CRL, etc.

NPKI Device NPKI Module for transfer, management and authorization of Mobile NPKI Certi
API ficate

Server-side security eGovFramew
standard authorizat ork Standard eGovFramework Standard Security API for authentication
ion API

Concept

Mobile Security Authorization Module is now available in the device API runtime environment for
management, signature and verification of the certificates signed. First thing you need to do for
mobile certificate authentication is to transfer the mobile certificate to the mobile device using the
relay service. Certificates transferred will then be signed by NPKI Module, followed by transfer of the
signature to eGovFramework Standard Security APL
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Refer to the following for the functions provided by NPKI Module:

Function Detail Description



. . Receiving certificate number from the authenti
Save Certificate to Mobi £

. cation server. Transfer Certificates
le Devices . . .
Reposits and retrieves certificates.
Verification to install Olleh KT Certificate.
Request the user certificate to Olleh KT Certi Interlocking with Olleh KT Certificate.
ficate for reposition.
Inquires the certificates list and descriptio
Manage Certificates Inquires the certificates list. N a P
Delete Certificates Deletes the certificates.
Update Passwords Updates certificate passwords.
Verify Passwords Verifies certificate passwords.
Perf lectroni i ! t 18 th
Sign Certificates Electronic Signature e (.)rms clectronic signature o returtt He
E-signature value.
Verifi rtificat lidity (CRL verificati
Verify Certificates Verifies certificate validity. n)e rifies certificate validity ( verieatio
Open Sources used.
Services Version License
Android SDK revision 18 Apache License 2.0
PhoneGap(cordova) Cordova 2.9.0 MIT License
eGovFramework

javaScript Framework Apache License 2.0

User Experience (UX)

Standard Security API (gpkiapi) V1.5.1 C++/JAVA

Description

Source codes for NPKI Native service are available in NPKI Device API. NPKI-based development is
thus feasible upon conclusion of the contract with the security module vendor.

®  Establishing Android Platform
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®  Establishing iOS Platform
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®  Distribution
Category Description

Native Library NPKI Native Module developed by the security module vendor is not available.

PhoneGap Plugi
R onelyap TTugt PhoneGap Class and JavaScript are intended to help the developer use Native Library.

Device API Gui Server-side program using eGovFramework Standard Security API and Device API Guide Program
de Program do not have NPKI Native Module in it. Compilation is not supported.

Functions

Mobile NPKI Device API Guidance comprises Certificate Inquiry, Choosing Certificate,
Certificate Signature, Authorization and Authorization Log Inquiry.

Choosing Certificate, Certificate Sig

Authorization Log Inqui
nature uthorization Log Inquiry

Certificate Inquiry
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® Inquires the certificate lists reposited in the mobile devices using NPKI Device APL
Signature and authorization using the certificate selected out of the certificates list.

®  Inquires the Certificate Authorization Log out of the web server application.

References

How to issue Standard Security API: http://www.gpki.go.kr
Certificate Transfer Service : Olleh KT Certificate




